Two Factor Authentication

To increase security we use two factor authentication to hinder unwanted access to your account. The following
are instructions to help users through the process of enabling Multi/Two Factor Authentication on your mobile
device.

Choose a mobile device that you want to run your authentication app on then find the app store on your given
device.

For Android For Apple OS For Windows

AL

Download the authenticator app you would like to use. The most commonly used one is Google
Authenticator but you can use any of these listed below:

On either of these app
stores you will be able to
download either of the
following Multi/Two
Factor Authenticators.

Google Authenticator s

Microsoft Authenticator

D uo M 0 b | | e Eﬁiztf:rljcﬂi‘wr\i two factor authentication, which must be setup below
Authy -

ice one of the suggested apps below, then use the QR Code or Key below te configure
mplitude has been tested with a number of authenticator applciations, including:

LastPass Authenticator

Once downloaded, login as
you would normally to the
registry.

Key & OR Code
IMZWGSC2PEHHGZ220F3TTSPINFDS 2DZKV3DC2BRNBXUSACNIZKA

Authentication Activation

You will now be presented

with a two-factor Contmasioncods
authenticator screen that
looks like this: S
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https://support.google.com/accounts/answer/1066447?hl=en
https://www.microsoft.com/en-us/p/authenticator/9wzdncrfj3rj?activetab=pivot:overviewtab
https://duo.com/product/multi-factor-authentication-mfa/duo-mobile-app
https://authy.com/
https://lastpass.com/auth/

You will now need to scan the QR code. Point your mobile device's camera at the QR code while inside the
authenticator app or type in the Key above the pixel image, add the account when prompted in your
authenticator app.

This will give you a code. A BLUE code is usable, while a RED code will require you to wait a couple of seconds
for a new code to generate, the new code will appear BLUE.

Select the Verify and
Configure Multi Factor | _
Authentication (MFA). ConfirmationCode

WARNING: If you choose
"Do not setup Multi Factor
Authentication (MFA)" this
will close the registry and venty and Lonfigure MEA Do not setup MFA
you will not be able to
login.

What do | do if have no access to a smart phone device?

If you do not have access to a smart phone or you would prefer to use a Windows Desktop or Mac personal
computer, do not worry, the following will guide you in setting up Multi/Two Factor Authentication.

The most commonly used one is Authenticator.cc but you can use any of these listed below:

For Windows: For Mac:
Authenticator.cc Apple ID
Microsoft Authenticator Authenticator
Firefox Authenticator Authy

After following the installation process for the above Multi/Two Factor Authenticators for desktop devices
please go back and follow the guide starting at the Authentication Activation section.
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https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai/related?hl=en
https://www.microsoft.com/en-gb/p/microsoft-authenticator/9nblgggzmcj6#activetab=pivot:overviewtab
https://addons.mozilla.org/en-GB/firefox/addon/auth-helper/
https://support.apple.com/en-gb/HT204915
https://authenticator.cc/
https://authy.com/guides/

